
Symbolic Execution
Using the angr Framework



What is symbolic execution?

- Execution of assembly code with symbolic values
- Values can be expressions such as 5*x, instead of a concrete number
- This makes systematic solving of certain programs possible
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Z3 to the rescue

- Z3 is a SMT solver developed by Microsoft
- Has very easy-to-use Python bindings



angr

- Binary Analysis tool kit made in Python
- Implements symbolic execution of various architectures
- Very easy to use and get going with
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Simulation Structure

Simulation Manager

active found

- Simulation manager contains 
multiple stashes

- Each stash contains multiple 
states

- A state is the executed 
program at a certain point in 
time
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Practice!
Try to solve “witchpass” from the challenge handout

Note “scaffold.py”, which contains some of the boilerplate you might want to use

Install with pip install angr



“witchpass” solution



Tips & Tricks


